An Agda Formalisation of an
Asynchronous Routing Protocol

Lex M. van der Stoep
Queens’ College

3.7 UNIVERSITY OF
¥ CAMBRIDGE

A dissertation submitted to the University of Cambridge
in partial fulfilment of the requirements for the
Computer Science Tripos, Part I11.

University of Cambridge
Computer Laboratory
William Gates Building
15 JJ Thomson Avenue
Cambridge CB3 OFD
UNITED KINGDOM

Email: Imv34 @cam.ac.uk

June 1, 2020






Acknowledgements

Thanks to Tim Griffin, for supervising the project, introducing me to automated theorem
proving and for exciting me about research in Computer Science. Thanks to Matthew
Daggitt, for teaching me about Agda. Thanks to the community of Queens’ College and the
Computer Laboratory, for being a continuous source of learning, support and inspiration.

Thanks to my parents, for everything.

Declaration of Originality

I, Lex M. van der Stoep of Queens’ College, being a candidate for Computer Science
Tripos, Part III, hereby declare that this report and the work described in it are my own
work, unaided except as may be specified below, and that the report does not contain

material that has already been used to any substantial extent for a comparable purpose.
Total word count: 11,139ﬂ

Signed:

Date:

This dissertation is copyright ©2020 Lex M. van der Stoep.
All trademarks used in this dissertation are hereby acknowledged.

I'This includes all content in the main body of the project, excluding the abstract, bibliography and ap-
pendices.






Abstract

Routing protocols play an essential role in computer networks such as the Internet. They
orchestrate the communication between routers by computing the paths that traffic takes
between them. We present new results in modelling the asynchronous behaviour of such

protocols.

One of the more successful frameworks for reasoning about these protocols is the algebraic
approach. The problems that these protocols solve (and the algorithms they use) can be
generalised to a generic algebraic structure. Using this approach, the behaviour of entire

classes of protocols can be reasoned about within a single framework.

In this dissertation we bridge the gap between this high-level algebraic approach, and
actual implementations of distributed Bellman-Ford routing protocols. We define a chain
of increasingly more detailed models of the low-level mechanism, and show that the high-
level model can indeed simulate the implementations. This contributes to the credibility of
the algebraic approach to routing. We also show that the well-known high-level approach
fails to correctly simulate the behaviour of hard-state protocols in an asynchronous world,

by constructing a counterexample.

This dissertation builds on top of work done for my Part II dissertation. In that work,
we modelled various features of so-called “hard-state vectoring routing protocols” in a
synchronous world. However, this is a greatly simplified view of the actual mechanics
of implementations. The reality is more complex: routers operate asynchronously and
therefore messages may be delayed, reordered or even lost. In this dissertation, the focus
is on modelling the behaviour of routing protocols in an asynchronous world. To tame
the vast complexity that arises when reasoning about their behaviour, we use Uresin and

Dubois] framework for asynchronous processes.

Our models and theorems have been formalised in the Agda theorem prover. The imple-
mentation is incorporated into an open-source library for reasoning about network routing
problems, available for others to use and extend the formalised results. This formalisa-
tion is in line with the increasing emphasis on formal verification of software for critical

infrastructure.






“With Agda, you must be patient.
You must see the world as she does.

Then you will be at peace.” ~ Tim Griffin
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Chapter 1
Introduction

Routing protocols play an essential role in computer networks such as the Internet. They
orchestrate the communication between routers by computing the paths that traffic takes
between them, aiming to select the best routes. The problem they solve is an instance
of the general class of problems called path problems — problems of findings paths with

certain properties in graphs.

Research in the 1970s showed that these problems (and algorithms which solve them)
can be generalised to a generic algebraic structure [4]. This algebraic approach is one of
the more successful frameworks for reasoning about routing problems [10]. For example,
recent research by Sobrinho shows that if the underlying algebra obeys certain conditions,
then the protocol can be guaranteed to convergence to a solution [23]. Such results are
useful, since they can aid routing protocol researchers when designing new protocols with

desired properties.

We consider the family of policy-rich distributed Bellman-Ford routing protocols. It en-
compasses protocols which, in the algebraic framework, use different algebras but all solve
their problem using some variant of a distributed version of the Bellman-Ford algorithm.
This family of protocols include the widely-used Border Gateway Protocol [22], and could

include potential future routing protocols.

The vast expressiveness of such policy-rich routing protocols — their ability to represent
complex routing policies — also gives rise to unwanted anomalies, such as non-convergence,
non-determinism and other problems [[11}, 20]. The algebraic framework can be used to

model such protocols. However, it abstracts away many implementation details.

The goal of this dissertation is to bridge the gap between the high-level algebraic approach

and the low-level mechanism (i.e. implementations) of distributed Bellman-Ford proto-
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cols. It builds on top of work done for my Part II dissertation [25]]. In that work, I showed
the functional equivalence between the high-level model (referred to as I';) and a model
of the low-level mechanism (referred to as I';), in a synchronous world. However, this
is a greatly simplified view of the actual mechanics of implementations. The reality is
more complex: routers operate asynchronously and therefore messages may be delayed,

reordered or even lost.

The aim of this dissertation is to model the behaviour of routing protocols in an asyn-
chronous world. It is well-known that reasoning about asynchronous algorithms is sig-
nificantly more complex than their synchronous counterparts. Research in the 1990s by
Uresin and Dubois provides us with a framework for reasoning about the behaviour of
parallel asynchronous algorithms [24]. They decouple the underlying algorithm from the
distributed, asynchronous context in which it occurs, thereby reducing the complexity of

reasoning about asynchronous processes.

This project shows that the high-level algebraic model is indeed capable of simulating the
actual implementations of distributed Bellman-Ford routing protocols, even in an asyn-
chronous world. The results are new and will contribute to the credibility of the algebraic

approach to routing.

We also present a counterexample which shows that the well-known high-level model
fails to correctly simulate hard-state routing protocols, in an asynchronous world with
unreliable communication. The algebraic approach should therefore be used with caution

when reasoning about such protocols.

The contributions are two-fold. First, we show that the high-level model can simulate
the low-level mechanisms, even in an asynchronous context. Second, we implement the
models and proofs in the Agda theorem prover [2,21]]. The proofs have been incorporated
into Daggitt’s publicly available library for reasoning about iterative asynchronous pro-
cesses and network routing problems [6]. This formalisation is in line with the increasing

emphasis on formal verification of software for critical infrastructure.
In summary, this work makes the following key contributions:

e Defines several increasingly more detailed models, which approximate the low-level

implementations of asynchronous routing protocols.
e Formalises the models in Agda.

e Proves that the high-level asynchronous model €2, is indeed capable of simulating

an asynchronous low-level implementation (as modelled by £2,).

e Constructs a counterexample which demonstrates that the high-level model €, is
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not always capable of simulating the behaviour of hard-state routing protocols in an

asynchronous world (as modelled by €2,).

e Formalises the simulation proofs and most of the necessary lemmas in Agda. In
total, 58 out of 64 proofs have been implemented in Agda. The remaining 6 lemmas
have been proved “by hand”.

1.1 Road Map

In Chapter [2] we introduce the Agda programming language, a framework for reasoning
about routing protocols, a framework for reasoning about asynchronous algorithms, and

recent research which constitutes the starting point of this dissertation.

In Chapter 3] we define the goals of the dissertation, and explain the approach that we take

to reach these goals.

In Chapters [4] 3] [6] and [7] we present the results of this project: the definitions of increas-
ingly more detailed routing models; the theorems relating them; and the Agda formali-
sation of it all. Each chapter presents one of the models, and consists of two sections: a
“synchronous” section summarising the synchronous model from the Part II dissertation;
and an “asynchronous” section which describes the results from this project. The last chap-
ter presents a counterexample which demonstrates that the well-known high-level model
fails to correctly simulate implementations of hard-state protocols, in an asynchronous

world.

In Chapter[§| we conclude the project, and discuss potential directions for future research.






Chapter 2
Background

This chapter introduces the relevant concepts for this project. In Section [2.1], we introduce
the Agda programming language, and how it can be used as a proof assistant. Then in
Section [2.2] the algebraic approach to routing is explained. In Section [2.3| we introduce
Uresin and Dubois] framework for reasoning about the behaviour of asynchronous iter-
ative processes. Section [2.4| then presents recent research which uses that framework to
model asynchronous routing protocols. In Section [2.5] the Part II dissertation is briefly
summarised. That work, together with the results described in Section[2.4] constitute the

starting point for this dissertation.

2.1 Agda

Agda is a pure functional programming language [2, 21]. It can be used for general-
purpose programming, but it is mainly used as a proof assistant in the development of
formal proofs. An important feature of the language is that it is dependently typed — types
can depend on arbitrary values. Agda’s type system is powerful enough to represent almost

any proposition as a type whose elements are proofs of the proposition.

2.1.1 The Basics

Let us begin with an introduction to the basics of the Agda programming language. We
will highlight some of its features and give some examples to illustrate their use.
Datatypes and Pattern Matching

Agdahas a Haskell-like syntax and likewise supports defining datatypes and pattern match-

ing on them. For example, the natural numbers can be defined as follows:
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data N : Set where
zero : N
suc : N— N

The above definition states that there is a constant value zero of type N. Furthermore, there
is a function suc which takes a value n of type N and returns a value suc n of type N. The
number 2 is represented by suc (suc zero). This definition of natural numbers is based on

Peano arithmetic.

When defining functions, we can pattern match on the construction of values of given

datatypes. Addition of natural numbers can be defined as follows:

4+ N=-N-=N
Zero +n=n

(sucm) + n = suc (m + n)

The function produces a value based on the nature of the input. If the first argument is
zero, then it simply returns the second argument »n (this corresponds to O + n = n). If the
first argument is suc m, then it constructs returns a new value by recursively calling the

function (this corresponds to (m+ 1) + n = (m+n) + 1).

Termination Checking

Agda requires functions to be total — they should always terminate. Without termination,
Agda cannot guarantee logical consistency. This is important when using Agda as a proof
assistant. Thus, at compile-time, Agda will check for termination. It accepts only those
recursive schemas that it can mechanically prove terminating [1]]. An example of guaran-
teed termination is when one argument in a function always gets structurally smaller on
each recursive call. In the example above (the + function), it is the first argument that

gets structurally smaller, and therefore Agda accepts it as a terminating function.

If Agda cannot prove a function to be terminating, it will issue a warning to the user. The
user can then try and convince Agda that it is indeed terminating, by supplying it with a
structurally decreasing argument. As an alternative, one can include the TERMINATING
pragma. This switches off the termination checker of Agda for a specific function. Of

course, this increases the risk of a logical inconsistency in the code.

2.1.2 Dependent Types

Agda is a dependently typed language — types can depend on values. This is helpful when

using types to represent propositions, as mathematics uses quantification over individual
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elements (e.g. Vx,y,z,n € Nt.n > 2 = x" + y" # z"). This type system is based on
Martin-Lof and Sambin['s intuitionistic type theory [19]], which was developed to support
constructive mathematics. The type system is powerful enough to represent (almost) any

proposition as a type whose elements are proofs of the proposition [21].

A dependent type is a family of types, indexed by some value (or type). The most basic de-
pendent type is the dependent function type, where we quantify over types in the function

signature. An example of this is the well-known identity function.

identity : {A: Set} - A — A
identity x = x

The identity function returns the argument that it is given, and can do so for any type of
argumentﬂ The dependent function type is the way Agda encodes polymorphic types in
its type system.

Let us now look at a more involved dependent type, namely the dependent product type.

Definition 1 (Dependent product type). A dependent product type 11.. , B(x) is the type
that assigns to each value x . A, some element of the type B(x). The corresponding

elimination rule is:

fi 1L 4 B&) a: A
f(a): B(a)

A classic example of a dependent type is Vec A n — the type of lists of length n, whose
elements are of type A. Indeed, the type Vec N 3 is the type of triples of natural numbers.

It is defined as follows:

data Vec (A : Set) : N — Set where
[:VecAO
i 2V {n}—A—VecAn — VecA (sucn)

We can construct a value of some type in Vec in two ways. The empty list constructor |]
has type Vec A 0, for any type A. The list concatenation constructor _:: is a function
which takes an element x of type A, a vector xs of length n (and thus of the type Vec A n),

and returns a new concatenated list x : : xs of length n + 1.

Encoding the length of a list in its type can be useful when defining certain operations on

them. Take the head function, for example:

I'The curly brackets in the type signature indicate that A is an implicit argument. Agda will infer its value
from another argument (in this case x).



Constructive logic Dependent type system

Proposition P Type P

Proof p of P Programp : P
Implication P = Q Function type P — Q
Conjunction P A Q Product type P X QO
Truth T Unit type T
Falsehood L Empty type L

Universal quantification Vx. P(x) Dependent product type IL, . ,. P(x)

Table 2.1: The Curry-Howard correspondence.

head : V {A n} — Vec A (sucn) — A

head (x :: xs) =x

The function returns the first element in a list. For the function to work on lists of arbitrary
length, it should be defined on the empty list as well, but by the nature of the function this
is undefined. Using dependent types, we can avoid the case of empty lists by design — the
function type only accepts non-empty lists as input. The dependent types can help reduce
bugs by allowing the programmer to specify types more precisely, and thereby limit the

set of inputs.

2.1.3 Proving in Agda

The Agda programming language can be used for general-purpose programming, but it
is mainly used as a proof assistant in the development of formal proofs. Agda’s powerful
type system allows us to encode properties of values as types, and therefore proofs of such
properties as programs. The Curry-Howard correspondence is the relationship between
logic and type systems [18]. Table [2.1] summarises this correspondence, for constructive

logic and a dependent type system.

Example 1. (Modus ponens). An example of a property that we can encode and prove
in Agda is modus ponens — a well-known rule of inference. In short, it states that “If P
implies Q, and P holds, then Q must hold as well.”

In Agda, this property is encoded in a type as follows:
modus-ponens : ¥ {P Q : Set} — (P - Q) - P — Q

It quantifies over all possible types P and Q. The modus-ponens function then takes a

function of type P — Q, a value of type P, and returns a value of type Q.

The implementation of the proof of the property in Agda is straightforward: simply apply
the given function to the given value! This will leave you with a term (proof) of type Q.
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modus-ponensfp =fp

An important concept in logic is equality. In Agda, it is defined as follows:

data = {A:Set}(x:A):A — Set where

refl : x = x

It states that for all terms x of any type A, there is a term refl of type x = x. This type of
equality is called propositional equality — terms are only equal to themselves. Note that
this also includes computational equality of the form 2 4+ 2 = 4, since the term 2 + 2
reduces to 4.

We can use this notion of propositional equality for equational reasoning.

Example 2. (Commutativity of *). Consider multiplication for the natural numbers. It
is defined in Agda in a similar manner to addition, by structural recursion on the first

argument.

* ':N—>N—=N

zero *n = zero

(sucm) *n=n+m *n

Now, we wish to encode the property that the multiplication of natural numbers is commu-
tative: Vx,y.x x y = y x x. In Agda, the type representing this property closely resembles
it:

* *

*comm:Ymn—=m*n=n*m

We proceed by induction on the first argument. This is the natural step, as this is how the

multiplication itself is defined as well.

The first case is the base case, where m is zero.

*.comm zero n = begin
zero *n=( refl )
zero  =(sym (*-zerd n) )

n*zero |}

The term “begin ... W is the proof that zero *n is equal to n * zero. It is a chain of equal
terms, where the first term is equal to the last term by the transitivity of equality. The terms
inside the angle brackets =( ) are proofs that relate a term to the next one. Furthermore,
the function sym takes any equality term of type x =y, and returns a symmetric proof of

type y = x. The term *-zerd” n has type n * zero = zero.
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The second case is the inductive step, where we deal with suc m.

*-comm (sucm) n = begin

(sucm) *n=( refl )

n+m*n =(cong (n+_)(*commmn))
n+n*m =(sym (*sucnm))

n*(sucm) il

The term has the type (sucm) *n=n * (suc m). Again, we relate the left-hand side to the
right-hand side using equational reasoning. The term contains a recursive call *-commm
n, which relates to using the induction hypothesis in logic. The term furthermore contains
the function cong, which returns a term of type f x = fy, for any function f and term of type

X=).

The above examples shed light on how Agda can be used as a proof assistant in the devel-
opment and checking of formal proofs. Agda code will fail to compile when Agda cannot

show that a term has the type that is expected (i.e. when it is not a valid proof).

2.2 Algebraic Approach to Routing

Routing protocols orchestrate the communication between routers in computer networks.
They compute the paths that traffic takes between them, aiming to select the best routes.
The problem that is solved is an instance of a path problem — a class of problems where
we aim to find paths with desired properties within graphs. Path problems include the

shortest path problem and critical path analysis.

Research in the 1970s by (Carré showed that these problems (and the algorithms which
solve them) can be generalised and represented in an algebraic structure [4]. This high-
level algebraic approach allows for reasoning about the dynamics of problems at hand,
proving that they have certain properties, without having to worry about implementation
details. For example, recent research by|Daggitt and Griffin![7]] uses this framework to give
bounds on the rate of convergence of routing algorithms. In Part III, I attended the lecture
series “Algebraic Path Problems (L11)” [12] by (Griffin| which presents this approach to
analysing path problems.

2.2.1 Routing Algebras

In the algebraic approach, we use an algebra that obeys certain properties to represent the
problem at hand. This allows us to use generic methods to solve the problem. We consider

the definition as presented by Daggitt et al.| [8]].

10



Property Definition

@ is associative a®db®dc)=(adb)bPc
@ is commutative a®b=bDa

@ is selective a®be{a b}

0 is an annihilator for @ ad0=0=00da

& is an identity for & a@o=a=x0a

& is a fixed point forall f € F  f(0) = &

Table 2.2: Definitions of routing algebra properties

Definition 2. A routing algebra is a tuple (S, @, F, 0, &) where:
e S is the set of route values. Each route is assigned a value s € S.
o & : SXS — Sisthe choice operator, which returns the preferred route out of two.

o F is the set of edge weights. Each weight is a function f . S — S, which takes
a route and returns that route extended by the edge. More precisely, let f,_,; be a
Junction belonging to some edge i — j, and let s;_,, be a route from node j to k.
Then the route from i through j to k is equal to f,_;(s;_,). The reason for having
edge functions, as opposed to edge weights, is that it allows for the representation

of complex routing policies more easily.
o 0 € S is the trivial route from any node to itself.
e & € S is the invalid route.

Furthermore we assume that the structure has the following properties (see Table [2.2) for

more complete definitions):

o @ is associative and commutative — the order in which routes are chosen is irrele-

vant.
o @ is selective — the choice operator always returns one of the two given routes.
e 0 is an annihilator for @ — the trivial route is always preferred to any other route.
e o is an identity for @ — any route is preferred over the invalid route.
e  is a fixed point for all f € F — extending an invalid route is also an invalid route.

We can now define a total ordering over routes using the choice operator @ as follows:

a<b=a®db=a
2.1
a<b=a<bAa#hb.

For all routes a we have that 0 < a < &.

11



Definition 3 (Strictly increasing algebra). A routing algebra is strictly increasing if:

Vi, x.x#0 = x< f(x)

Example 3 (Shortest paths algebra). In this framework, we can now define an algebra
which represents the well-known shortest paths problem. Consider the structure (N,
min, F,, 0, o0). The route values are simply the natural numbers extended with infinity
(N
functions are the set of functions defined as follows: F, = {f(a) =s+a|s € S} —they

o = N U {o0}). The choice operator takes the minimum of two numbers. The edge
simply take a route value and add a constant to it. The trivial route is 0 and the invalid
route is co. The ordering that arises from this structure is the usual ordering on natural
numbers (extended with infinity).

2.3 Asynchronous Algorithms

The aim of this dissertation is to show that the high-level algebraic model can correctly
simulate a class of asynchronous routing protocols. Research in the 1990s by [Uresin and
Dubois provides us with a framework for reasoning about the behaviour of parallel asyn-
chronous algorithms [24]]. They show that the correctness of the asynchronous algorithm

can be guaranteed by reasoning about its synchronous counterpart.

Let us first consider several definitions as presented by Daggitt et al.| [9].

2.3.1 The Synchronous World

An iterative algorithm aims to compute a fixed point x* € S for a function F : .§ — §,
where S is some carrier set of data. The algorithm can be represented by a function o,

which iteratively applies F to some starting state x € S.

F(c*'(x)) otherwise

o) = { x ifk=0 02

The algorithm has found its solution when the function ¢ has stabilised at some time k*,

such that 6 *1(x) = ¢*"(x)

Definition 4 (Convergence). An iterative algorithm 6 converges at time k*, from a starting
state x, if there exists a state x* (fixed point for F) such that for all t, we have 6 +'(x) =

K (x) = x*.

12



Definition 5 (Absolute convergence). An iterative algorithm 6 converges absolutely if it

always converges to the same stable state from all possible starting states.
Parallelisable iterative algorithms can be modelled by decomposing the carrier set .S and
the function F into n parts:

S=85xX5,%X- XS

n

F=(F,F, ...F)

where each F;, : .S — S, represents a computing entity which takes the entire state, and
computes the value of a part of the next state. This decomposing of state is the model of
parallel computing that we will use. It can be used to model both internal parallelisation

(inside a single computer) or external parallelisation (between various computers).

2.3.2 The Asynchronous World

The model defined above explicitly models parallel computation. It assumes that nodes
communicate synchronously, and messages between nodes are delivered immediately. In
reality, the communication tends to be far less well-behaved. Messages can be delayed,

reordered, or even lost.

Various computing entities (each of which is represented by a F;) asynchronously share
data with each other, as the entities use the shared state to compute their part of the next
state. Furthermore, nodes (computing entities) may not always be active. A node can

possibly be inactive for a while, before it starts computing again.

Both of these notions — data sharing and node activation — are captured by a schedule. We

use schedules to capture the particular asynchronous behaviour that nodes exhibit.

Definition 6 (Schedule). Let V' denote the set of nodes that perform the asynchronous
computation together, and let T be some discrete, linearly ordered set to denote time. A

schedule is a pair of functions:

e The activation function « . T — P(V'), where a(t) is the set of nodes which update

their state at time t.

o The data flow function p : T -V — V — T, where f(t,i, j) is the time at which

the information used by node i at time t was sent by node j.
where f satisfies causality — information only travels forward in time:
o (SI)Vt,i,j.p(t+1,i,j)<t.

We use these schedules to define asynchronous iterative algorithms. Like their synchro-
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nous counterparts, the asynchronous algorithms iterate until they find a stable state x* € S
which is a fixed point for the function F. The asynchronous computation is represented by

a funciton 6.

Definition 7 (Asynchronous iterative algorithm). Given a function F and a schedule (a, ),

the asynchronous state function is defined as:

89(x) = x;

() 6171(x) ifi & a(r) (2.3)
AX) = ; i .
’ F, (874D (x), 80" (x), ..., 804" (x))  otherwise

This states that all nodes i have the initial value of x; at time # = 0. In subsequent compu-
tations, if a node i is inactive (i.e. i & a(?)), it will simply maintain its internal state from
the previous time ¢ — 1. If a node i is activated, it will apply F, to the state (from its local
perspective) of other nodes. It does so by taking their state at time f(z, i, j), namely the

data that i received at time ¢ from node ;]

2.3.3 UD’s Asynchronous Convergence Theorem

In their paper, Uresin and Dubois|show sufficient (and necessary) conditions to guarantee
convergence of asynchronous iterative algorithms [24]]. Recently, Daggitt et al. contributed
to these results in two ways. They formalised Uresin and Dubois’ asynchronous fixed-
point theory in Agda [26]] and relaxed the conditions that the original paper required for

convergence [9].

To guarantee convergence, the theory requires two properties. The function F should be
an asynchronously contracting operator (ACO), and the schedule should be co-pseudo-
periodic. The most important feature of the conditions is that they require properties of F
and schedules (a, f), instead of the algorithm 6. This is useful, as the correctness (asyn-
chronous convergence) can be proved without having to reason about the specific asyn-

chronous behaviour of the nodes running the algorithm.

We start with the definition of an asynchronously contracting operator. At a high level, an
ACO is guaranteed to convergence to a specific state x*, regardless of the starting condi-

tions.

Definition 8 (ACO). An operator F is an asynchronously contracting operator if, and only
if, there exists a sequence of sets D(k) = D, (k) X D,(k) X --- X D, (k) for k € N such that

ZNote that we can recover the synchronous algorithm ¢ by setting the schedule to be (t — V, (t,i, j)
t—1)
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e (Al)Vx.x € D(0) = F(x) € D(0)
e (A2)Vk,x.x € D(k) = F(x) € D(k+1)
e (A3) Ak*,x*.Vk.k* <k = D(k) = {x*}

For an operator F to be an ACO, its state space .S should be decomposable into a chain
of boxes D(k), where each box D(k) is the set of states that are reachable at time 7. Prop-
erty (Al) requires the starting state box D(0) to contain all possible states reachable (by
applying F) from any start state x € D(0). Property (A2) states that every application of
F moves the state into the next box. Eventually, at time k*, some singleton box will be
reached (A3). Indeed, the point of convergence x* of the chain { D(k)} is also the unique
fixed point of F in D(0).

The idea of pseudocycles is that each node is activated at least once during a pseudocycle,
and after the end of a pseudocycle, the information that nodes use will not originate from

the past pseudocycle.

Definition 9 (co-pseudoperiodic). A schedule is co-pseudoperiodic if there exists functions
@  N->Tandt : V - N — T such that:

e (P1)p(0)=0

o (P2) Vi, k. p(k) < 7,(k) < @(k + 1)

e (P3)Vi,k.i € a(z,(k))

o (P4)VL i j k. ok +1) <1= 1,(k) < p(t.i, )

The function ¢ defines pseudocycles of a schedule — the period between ¢@(k) and ¢@(k +
1) is one pseudocycle. The function 7 defines when each node i activates in a certain

pseudocycle k.

Property (P1) forces the first pseudocycle to start at time 0. Properties (P2) and (P3)
ensure that each node activates at least once between @(k) and @(k + 1) — the duration
of one pseudocycle. This guarantees that all nodes continue to activate indefinitely, and
rules out schedules where certain nodes cease to activate. Property (P4) states that any
information arriving after ¢(k + 1) (the end of a pseudocycle) must have been sent after
7,(k) — a time when node i activated in the previous pseudocycle. This property rules out

schedules where a link between nodes fails and no more information is shared.

Daggitt et al. relax this class of schedules in their paper [9]. The definition above requires
schedules to behave “properly” indefinitely. This is relaxed to schedules which are so-

called k*-pseudoperiodic — the schedules should behave properly up to the point £* when
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a fixed point is reached. This class of schedules is slightly larger than the class of co-
pseudoperiodic schedules. The following example is included only in the new relaxed

class of schedules:

Vo oift <k* . r—1 ift <k*
ar) = p.i,j) =

@# otherwise k* otherwise

which is a synchronous schedule until the convergence time k*, after which all nodes stop

communicating.

Theorem 1 (UD’s theorem, relaxed by Daggitt et al.). If F is an ACO then 6 converges
over D(0) for k*-pseudoperiodic schedules.

Proof. See Theorem 1 in [9]. L]

2.4 Asynchronous Routing

The work in this dissertation utilises results by Daggitt et al. on the asynchronous conver-
gence of distributed Bellman-Ford protocols [8]]. Their paper makes three main contri-
butions. First, they decouple the routing computations from the asynchronous context in
which they occur. Second, they provide properties for routing algebras that are sufficient
to guarantee asynchronous absolute convergence. Third, they formalise their results in the

Agda theorem prover.

Uresin and Dubois’ theorem is used to allow reasoning about the asynchronous behaviour
of routing protocols (referred to as 6), by proving properties of their synchronous counter-
parts (referred to as o). This simplifies the reasoning, as one does not need to worry about

details of asynchronous computations, such as link failure, delayed messages, and more.

In their paper, the focus is on policy-rich Bellman-Ford routing protocols. This class of
protocols includes the widely-used Border Gateway Protocols (BGP) [22] and the Routing
Information Protocol (RIP) [14]. They take the algebraic approach to model the routing
problem that these protocols aim to solve. In this framework, they consider two types
of Bellman-Ford protocols, namely distance-vector (e.g. RIP) and path-vector protocols
(e.g. BGP). For both, they give sufficient conditions for the routing algebras to guaran-
tee convergence of the asynchronous protocols. For distance-vector protocols, a strictly
increasing and finite routing algebra guarantees that the asynchonous computation 6 con-
verges absolutely (Theorem 2 in [8]]). For path-vector protocols, where paths are used in
the algebra to exclude routes with loops, an increasing path algebra is sufficient to guar-

antee asynchronous convergence of 6 (Theorem 3 in [8]]).
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Another contribution of the paper is the formalisation of the above in the Agda theorem
prover. The notion of routing algebras and the proofs which guarantee the asynchronous
absolute convergence of the routing algorihms, are formalised. This includes the theorems
by [Uresin and Dubois| [24] (convergence theorems for asynchronous algorithms) and by
Gurney| [[13]] (the existence of an ultrametric implies ACO). The Agda library [6] which
contains all of these formalisations will be the starting point for the Agda formalisation of

the results in this project.

2.5 Part II Dissertation

This dissertation builds on top of the work done for the Part II dissertation [25], in which
we modelled routing protocols in a synchronous world. In this section we will explain the

work done in the dissertation, and how it relates to this project.

The model defined in the dissertation is an approximation of the low-level mechanism. It
models three principal implementation details of the class of hard-state vectoring routing

protocols:

e The high-level algebraic model using a single routing matrix to represent the global
routing state. In implementations of distributed routing protocols, there is no such
notion of a shared central routing matrix containing all the optimal routes. The
separation of state (called vectoring) is modelled by using an explicit per-router

representation of the routing state.

e The abstract edge functions in the adjacency matrix A, are actually a composition
of export, import and protocol specific functions. For example, the export or import
functions could filter out routes and the protocol function could increment the hop

count of a route.

e Routers use a so-called hard-state approach, as opposed to the soft-state approach
[17]. They only share changes in their view of the network. A constant routing state

results in no communication between routers.

The features are introduced successively to the high-level model I',. First, the vectoring
aspect is introduced, giving rise to the I'; model. Then, the function composition feature
is modelled on top of this, resulting in I',. Finally, the hard-state aspect is introduced,
and all features are modelled in the I'; model (which is the approximation of the low-
level mechanism). The main result of the dissertation (Theorem 5) is showing that I is

functionally equivalent to I'; (i.e. they compute the same results, given equal inputs). The
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proof structure used in the dissertation is to show a chain of functional equivalence
I'yeT' « T, « 15

and hence obtain overall functional equivalence I', <~ I';. This approach provides a struc-
tured way of proving functional equivalence. It also allows the model of the low-level
implementation to be extended, as more details can be modelled by appending another

model Iy, ; to the proof chain.

We will describe these synchronous models in more detail in Sections (4.1} [5.1] [6.1] and
7.1l

2.6 Summary

Agda is a functional programming language which can be used as a proof assistant. The
algebraic approach to routing allows reasoning about the behaviour of routing protocols
at a high-level. Uresin and Dubois’ framework helps to tame the complexity of reasoning
about the behaviour of asynchronous algorithms. Recent research by |Daggitt et al. [8]] and

my Part II dissertation [23] constitute the starting point of this dissertation.
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Chapter 3
Approach

The goal of the project is to show that the high-level algebraic model of the routing problem
is capable of simulating the low-level mechanism of the family of distributed Bellman-
Ford protocols, in an asynchronous world. In this chapter we outline the approach that we

take to reach this goal.

In the Part II dissertation [25], we defined the synchronous models I, ... I';. These models
greatly simplified the actual behaviour of routing protocols. The reality is more complex:
routers communicate asynchronously and therefore messages may be delayed, reordered
or even lost. As a result, reasoning about asynchronous routing protocols is far harder than

their synchronous counterparts.

This dissertation studies the behaviour of the routing protocols in the intricate asynchronous

world. We study two types of asynchrony:

e Asynchrony between nodes. Messages can be delayed, reordered, duplicated, or

even lost. This gives rises to anomalies such a non-convergence and other problems.

e Asynchrony inside nodes. Routers import incoming routes, process these, and ex-
port their own routes. Message queues exist inside routers which potentially delay

messages.

We define the asynchronous models €, ... ;. The difference with the synchronous mod-
els is that the asynchronous models are defined using schedules, which dictate how and
when data gets shared between the routers. The notion of schedules was introduced by
Uresin and Dubois| [24], whose framework we will utilise to tame the complexity of rea-

soning about asynchronous algorithms.

We will show that the high-level model €2, is capable of simulating the mechanics of the
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low-level model €2, of asynchronous distributed Bellman-Ford protocols. To do so, we
show that €, can simulate €, and that €, can simulate €2,. Additionally, we found that
the €2, model is unable to simulate the €2, model of asynchronous hard-state protocols. In

Chapter /| we construct a counterexample which illustrates this.

We start by defining what constitutes a simulation: a higher-level model simulates a lower-
level model when the computations of the lower-level model can be mimicked by the

higher-level model.

The behaviour of an asynchronous process is fully determined by the initial state and the
schedule. Therefore, to relate two models, we define a transformation for the routing state,

and a schedule reduction.

A lower-level model is by definition more detailed. As a result, it has a more complex
routing state. A transformation will give an interpretation of the lower-level state, in the

world of the higher-level model.

Definition 10 (Transformation). A transformation T; : Q; — Q, takes a routing state for
the Q; model, and transforms it to a routing state for the higher-level Q; model (i < j).

The transformation function gives a higher-level interpretation of the routing state.

To simulate the lower-level process with a certain schedule, we need to give an appropriate

schedule in the higher-level model.

Definition 11 (Schedule reduction). A reduction r; : S; — S, takes a schedule y for
some lower-level model Q; and transforms it to a schedule y' for some higher-level model
Q.

-
With the definitions of a transformation and a schedule reduction at hand, we can formally

define what it means for a higher-level model to simulate a lower-level model.

Definition 12 (Simulation). A higher-level model Q; can simulate a lower-level model €,
when there exists a transformation T, and a schedule reduction r;, such that the reduction

preserves equivalence under the transformation, for all schedules v and starting states Xx.
T(Q; ) (x) = Q, (r;(»)) (T;(x))

Whenever a model €2, is able to simulate a model €2, we obtain a relationship between the

two models in the form of a commutativity diagram. Figure[3.T]illustrates this relationship.

Computing the results of the Q; model, and then interpreting these results in the higher-
level world, is equivalent to transforming the starting state and schedule into the higher-

level world and then computing the results of the €2, model.
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Q, () (x) ’ T(Q W) () =@, (r,w) (T,(x)

Figure 3.1: Commutativity of a lower-level model €2; and a higher-level model €, for
some starting state x and schedule y. The €; model simulates €2; using a transformation
7; and a schedule reduction r;.

o l Q
% (. Ty)
: .
% (ry, T3)
r, Q,

I
Synchronous Asynchronous

Figure 3.2: Relation between the synchronous and asynchronous worlds. Anedgel’; « I
denotes that I'; is functionally equivalent to I';. An edge €, <- Q; denotes that €2, can
simulate €2;, using some transformation and schedule reduction.

In this project, we show that €, can simulate Q,, and that , can simulate Q,. Further-
more, we show that €, cannot simulate €2, by constructing a counterexample for which
there cannot exist a valid schedule reduction. Figure [3.2] summarises the results in the
synchronous world (from the Part II dissertation [25]) and the asynchronous world (this

project).

The approach used in this project to prove our results (the chain Q, ... , Q, of functionally
equivalent models) is extensible, and allows for more details to be modelled in future

research.
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Chapter 4

The Q3 Model: High-level

We take the algebraic approach to routing, building on previous work by Daggitt et al.| [8]].
Their definitions provided the starting point for the Part II dissertation [25]], and conse-

quently will be at the basis of this project too.

4.1 Synchronous

The high-level model of the routing problem is referred to as I', in the Part II dissertation.
It abstracts away implementation details such as communication between routers, message

queues inside routers, protocol-specific mechanisms and, indeed, asynchronicity.

A routing algebra (S, ®, F, 0, ®), as explained in Section represents the problem at
hand. It consists of a carrier set .S, which is the set of routes between nodes (including the
trivial route 0 from a node to itself, and the invalid route ). The binary operator @ is
the choice operator, which takes two routes and returns the best one. The set F contains

the set of edge functions S — .S, which take a route and extend it by one edge.

The routing state is represented by an nXn routing matrix Y over .S, where n is the number
of nodes. Each element Y (i, j) is the value of the so-far optimal route from node i to node
J.

The network topology is represented by an adjacency matrix A over F. Eachedge i — ¢ is
represented by an edge function A(i,q) : S — S from F. Missing edges are represented

by the constant function f(s) = c0. For example, let s, _, . be a route from node g to node

q=J
Jj. This route can be extended along the edge i — ¢, by applying the edge function to it.

The result is a new route A(i, q)(s,_., ), from node i through g to j.

q—J

Finding a solution to the routing problems constitutes to finding a routing matrix X, such
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A(l’ qn) Y(qn’ J)

Figure 4.1: The application A(Y)(i, j) of the adjacency matrix A to the routing state Y.
The route Y (gq,, j) is the best route found so far from node g, to j.

that each route X (i, j) is the optimal route from node i to j. Such a solution is computed by
iteratively applying the adjacency matrix A to the current state Y. The matrix application
is the result of each router choosing the best extension of routes offered by its neighbours
(see Figure [d.1).
AY)(Q, j) = @ A, 9)(Y(4,))) (4.1)
q

The I', model represents one synchronous round of distributed Bellman-Ford computa-
tions.
(Y¥)=AY)®1 4.2)

where I is the identity matrix, containing trivial routes along the diagonal (routes from

nodes to themselves), and invalid routes everywhere else.

A solution to the routing problem is a routing state X in which each router has a locally

optimal route — it cannot improve by unilaterally switching routes.

X=AX)pI 4.3)

4.2 Asynchronous

The asynchronous version € of the high-level model I, can be obtained by integrating the
notion of a schedule. The €2, model arises by changing the recursive call to the appropriate
time (as dictated by the data flow function f), and by case splitting on whether a node i
is being activated at time 7 (as dictated by the activation function @). We introduce some
new operators to incorporate the activation function « and the data flow function f into

the mechanics.
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Definition 13 (Choice operator). The choice operator [_, _] takes two indexed sets X ,Y
I — Set and a subset of the indices S C I, and returns a new indexed set. At each index

of the new set, either one of the two sets is returned, depending on whether the index is an

) X@G) ifiesS
X,Y =
[ Is®) { Y (i) otherwise

element of S.

This operator is used to select which data to take, depending on the activation function. It

allows us to express asynchronous computations in a more algebraic fashion.

Lemma 1 (Active and inactive choice operator).
(X, Y], =X [X,Y]y=Y
Proof. The results immediately follow from the definition of the choice operator. 0

We generalise function matrix application to a matrix (as defined in the previous section,
Eq. [.1), to function matrix application to a triple-indexed function. Let us define the

application as follows:
(AN) G, ) = @ A(i, q)(f (. q.)))
q

For f(i,q,j) = X(q, j), we obtain our original matrix application A(X).

Using the newly defined choice operator and the generalised matrix application, we can

define the asynchronous model € as follows:

QX=X

(4.4)
QX)) = [AQ P X)) @ 1, QX))

a(t+1)
How the schedules are incorporated into the model becomes clear when looking at indi-
vidual elements of the resulting routing matrix.

QX)) j) = X (i, J)

(D, AG D@ (X )(q.j)) ®1G.j) ifi€at+1) (*5)

Qt+1 X)i.i) =
0 ( )(l’.]) { Q(I)(X)(l,,]) otherWiSC

We denote the type of schedules for €, with S,. Itis a tuple (a, #) of an activation function

a and a data flow function f.
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Definition 14 (Synchronous schedule). The synchronous schedule " is defined to be the

schedule where all nodes update at all time, and receive data from other nodes instantly.

sync __ (X(t) = {1 I’l}
YT sy =t-1

Lemma 2 (Synchronous ). One can recover T’y from Q, by using the synchronous

schedule w7,

VL XL QL () (X) =T (X)

Proof. Let X be some initial routing matrix.
We prove by induction on ¢t € N.
Base case t = 0. Trivially holds by the definitions of €, and I',.

Inductive step t + 1.

Q) (X) = [AQ" X))@ T, Q) (X)), (by def. of Q)
= [Co(@0"" (X)), @ (X)],,,, (by def. of [)
=T, (Q) (X)) (by def. of ")
=T (X) (by IH)

The Agda proof of this lemma is similar to the above “pen and paper” proof.

Q,ve=I'y : VX {t} (acc,: Acc _<_t) = Q, V" Xacc, =, (I) " 1) X
Q,'e=I, X {zero} =, -refl
Q,¥"e=T", X {suc t} (acc rec) = begin
Q" w7 X (acc rec) ()
[ To X[t], X[t] ] a*"¢ (suc 7) =(
Ty X[t] {
(Ty " (suct)) X
where open EqReasoning RM
acc[t] : Acc <t

[]-T)

Iy-cong (Q,"*""=I", X acc[t]) )

Q

acc[t] = rec t <-refl
X[t] : RoutingMatrix
X[t] = Q, w7 X acc]t]
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The most significant difference is that the Agda proof requires an accessible argumenzﬂ
Acc _<_ t. Itis clear to the human reader that this function terminates, as each recursive
call using the data flow function # has a smaller argument (property S1 from Definition [6}
p(t,i,j) < t). However, Agda’s termination checker fails to detect that this automatically.
The Agda user needs to assist Agda in its search to prove termination. The Agda standard
library [13] has the datatype Acc, which can be used to convince Agda’s termination checker.

The Acc datatype has an argument (rec in our proof) which becomes structurally smaller.

Note that acc[t] is a shorthand for this accessible argument, and that X[t] is a shorthand
for the Q, routing state after ¢ iterations. The term [,]-T is the Agda implementation of

Lemmal[il

The complexity of the accessible argument is hidden in Q,*”"“=I",, by using the proof

<-wellFounded that the natural numbers are well-founded (all numbers are accessible).

Q=T : VXt — Quu Xtw~, ([, 1) X
Q) "=Ty Xt = Q=T X (<-wellFounded ¢)

]

In this chapter, we defined the €, model. It is the high-level model of asynchronous
routing protocols. We also introduced the choice operator [_, _] , which allows us to ex-
press asynchronous computations in a more algebraic fashion. Finally, we showed that
the asynchronous Q, model, running with the synchronous schedule y*¥", is equal to the

synchronous model I',.

The next chapters will define increasingly more detailed models of implementations of
asynchronous distributed Bellman-Ford protocols, and show that €, is capable of simu-

lating these lower-level models.

I'The mathematical definition is that an element a in a set A is accessible for some binary relation < over
the set A, if there is no infinite descending chain starting at a.
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Chapter 5

The 2; Model: Vectoring

In this chapter, we model the vectoring feature of distributed Bellman-Ford protocols.

The routing state in the high-level model is represented using a n X n routing matrix. The
vectoring aspect is modelled by transforming this global view to an explicit per-router

representation of the routing state.

The routing state is a routing vector V' of sets, instead of a matrix. Each V(i) will be a
routing set of (destination, value) pairs. This corresponds to a single node, and its route
values to other nodes. We have that V(i) is a set {(d,,s,),...,(d,,s,)}, where the d;s
(destinations) are unique and s; # oo. Each pair (d 8]
i to node j. The routing sets and routing vectors are implemented in Agda as follows:

) represents the route s; from node

RoutingSet : Set
RoutingSet = List (Fin n x Route)

RoutingVector : Set
RoutingVector = Vector RoutingSet n

A RoutingSet is a list of (Fin n x Route) pairs, where Fin n is the type of natural numbers
less than n and Route is the type of route values. A RoutingVector is then simply a Vector

of RoutingSets of length n.

5.1 Synchronous

We start by defining matrix application for routing vectors. It is similar to the matrix

application for routing matrices (like I';).
AW)) = @PAG. IV (9)]
q
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where function application to routing sets f[X] is defined to apply the function f to all the

routes, and filter out those that are invalid

fIX1={(d,s") | (d,s) € X,s" = f(s),s" # oo}
and where the operator @ is the choice operator for routing sets, returning a set of preferred
(destination, route value) pairs.

Finally, we need an operator to transform a routing matrix to a routing vector.

X(q) = {(d,s) | X(g,d) =s,5 # ) (5.1)

Using these newly defined operators for the per-router representation of the routing state,

we can define the I'; model.
Ny)=AQ)&I

In the Part II dissertation, we showed the functional equivalence of this model and the

high-level I', model.

Theorem 2 (I'y ~ I'|). The models I'y and I'| are functionally equivalent.
I(¥) =T,

Proof. See Theorem 1 in [23]]. ]

5.2 Asynchronous

In the ©, model, we capture asynchrony for the vectoring feature, as represented by I';.

We obtain the asynchronous version €2, in a similar way as €,. A schedule S, for €, is
equivalent to a schedule S, in €2,,. As before, we generalise a matrix application operator.

For the €2, model, we take the matrix application for routing vectors, and generalise it.
A, = P A, fG.9)
q

Setting (i, q) = V' (g) gives the original matrix application for routing vectors A (V).

Now, we can define the Q; model.

QLu)=v

-~ (5.2)
Q) = (AP @ 1L Q)|

a(t+1)
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Inspecting the individual elements, we get:

Q?(V),. =V,

oy = 4 (@A) ST ifi€at+D) (53)
! ’ Q V), otherwise

Lemma 3 (Synchronous Q). The Q, model using the synchronous schedule y*""° is equal

to the synchronous model I';.
VL, V.Q () (V) =T" (V)

Proof. See Appendix[A.1] O

5.2.1 Reduction Q;, — €,

The difference between the models € and €2, is the representation of the routing state. In
Q, the routes are stored in a routing matrix X — each X (i, j) represents a route from node
i to j. In Q, the routes are stored in a vector V' of routing sets — each V(i) contains a set
of (destination, route value) pairs (i.e. the pair (j, s) in V' (i) represents a route from node

i to j with a value s).

The transformation function 7; : Q, — €, takes the routing vector state, and transforms

[T

it to the higher-level routing matrix state. We use to denote this transformation. It is

the inverse of the function ~, which transforms a routing matrix to a routing vector. The
transformation uses the routing set function lookup,, which looks up a destination in a

routing set, returning co if a destination is not present.

(¥),, = lookup,(V(i), j)
where

lookup, (@, j) =

tookup,({(d, )} U S, =1 ° d =
ooku ,S ,J) =
Pa / lookup, (.S, j) otherwise

Indeed, we have that the transformation function — is an inverse of the function ~.

Lemma 4 (Inverse — and ~). For all routing matrices X and routing vectors V, we have
that



Proof. See Appendix [A.1] O

It follows that the collection of routing matrices and the collection of routing vectors are

isomorphic — the difference between €2, and Q, is truly merely a change in representation.

As the — and ~ are inverse operators, we can deduce properties of — that are duals of prop-
erties of ~. In the Part II dissertation [25]], Lemma 3.3 and Lemma A.1 are distributivity

properties of ~ over A(_) and @, respectively.

A(X) = A(X) (Lemma 3.3 from [23])
X®Y =X®Y (Lemma A.1 from [23])

Their dual properties hold for —.

Lemma 5 (Distributivity of — over A(_) and @).

AV)=AV) X®Y=X®Y

Proof.
XY = (f) ® (7) (by inverse of — and ~)
= (Y (&) ?) (by Lemma A.1 from [23])
=X (43 Y (by inverse of — and ~)
The proof of the distributivity of — over A (_) is similar. O

Finally, to show how the asynchronous models €2, and €, are equivalent under a reduction,

we will need the property that — distributes over [_,_] .

Lemma 6 (Distributivity of — over choice operator).
[U.VIs=[U.V],

Proof. See Appendix [A.T] O

The dynamics of the routing model does not change between I'; and I';. It is merely a
change in representation. This is also true in the asynchronous world. Therefore, the

reduction from Q, to Q, is simply the identity reduction.
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Definition 15 (Schedule reduction r).

rtS =S,
ri(a, p) = (a, p)

Theorem 3 (2, « Q,). The Q, model can simulate the 2, model, using the transforma-
tion T, and schedule reduction r,. For all times t, routing vectors V and all schedules y

of type S,, we have that

T,.(Q) (w) (V) = Q (r, () (T;(V))

Proof. We prove using strong induction on t € N.

Base case t = 0:

T( @) W) =T,V (by def. of Q,)
= Q) () (V) (by def. of Q)

Inductive step:

T(Qw)V) =2 V) (by def. of T))
= [ ) & 1. &' W), (by def. of Q)
=A@ ) BT, @7'»)],,  (by Lemmaff)
= [A [IQ/;(I)(V))]] ® (1), W} w0 (by Lemmal5)

=A@ e 1, Q) (by Lemmal[5)
=[A(" D) @ 1. &7 V)], (by IH, and f(¥) < 1)
= QI(r,w)(V) (by def. of Q)
= Qu(ri(W)(T, (V) (by def. of 7,)

O]

In this chapter, we defined the €, model, which captures the vectoring aspect of distributed
Bellman-Ford protocols. Furthermore, we showed that the high-level model €, is indeed
capable of simulating the mechanics of €2, by giving an appropriate transformation and

schedule reduction.
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Chapter 6

The Q> Model: Composition

In this chapter, we model the composition feature of implementations of distributed Bellman-
Ford protocols — routing computations consist of three steps: importing routes, selecting

the best routes, and exporting routes.

6.1 Synchronous

In the high-level algebraic approach, every edge i — j is labelled with an edge function
A(,j) : § = S. ForI';, we break through one layer of abstraction. Each edge function
A(i, j) models what actually is a composition of an export function Exp(j, i) (computations
performed on outgoing routes), a protocol function Prot(i, j) (protocol specific computa-
tions) and an import function Imp(i, j) (computations performed on ingoing routes). We

can express the adjacency matrix in terms of the export, import and protocol matrices:
A = Imp o Prot o Exp”

Instead of applying the adjacency matrix to the routing vector, the application is now
distributed over export, routing and import tables. The I', state is a triple (V, I, O). The
routing table V contains the best routes found so far. The import table 7 contains the
imported routes. The export table © contains the exported routes. Figure [6.1] visualises

the composition mechanism.

One cycle of the original routing computation now consists of three steps: exporting the
current routes, importing the exported routes, and incorporating the imported routes into
the new routing state. The I', model consists of three mutually dependent sub-models T', ,,
[,y and T,

LV, 1,0) = (I,,1), T,;(0), T, ,(V)
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(Imp(i, ¢)oProt(i, q))

ﬂq, i)

q V(g)

V(i) i

EXpm+

(Imp(q, i)oProt(q, i))

Figure 6.1: Function composition in I',

The I', , function takes the interal routing state, and applies the export functions to it,
placing the results in the output table @. An example of such an export function Exp(i, j)

is one which invalidates route going to competing Internet Service Providers.
I, (V) = Exp (V)

where the F (V) operator applies the function matrix to all the routing sets in the routing

vector.
FW)(i,q) = F(i, 9)[V(i)]

The I', ; function takes the exported routes and applies the protocol and import functions
to them, storing the results in the input table 7. An example of such a protocol function

Prot(i, j) is one which increments the hop count of a route on each edge extension.
', 7(0) = (Imp o Prot)(O)

where the F () operator applies the function matrix to all the routing sets in the transpose

routing matrix O.
F(ON(,q) = F(i, 9)[O(q, )]

Finally, the I, , function takes in the imported routes, chooses the best ones and incorpo-

rates them into the routing state V.
Dy(D=1'&T

where I contains the trivial zero-distance routes, and the operator 7' takes a matrix of

routing sets and chooses the best routes available.
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()= @P16.9)
q

At each application of I',, the information from one state table is propagated to another.
Indeed, after three application of I',, information has a completed one cycle. A single

application of I, is functionally equivalent to a triple application of I',.

Theorem 4 (I', ~ I',). The models I'; and I', are functionally equivalent.
I“2<3k>(1~, g,0) = (F1<k>(f), 7, (9,)

where T’ = (U ; o T, )0, %" (D)), @ =T, (T, (D)), and where f*(x) =

(fo...of )(x).
——

k

Proof. See Theorem 3 in [23]]. O

The essential lemma used in the proof of this theorem is that consecutively applying I'; o,

I, ; and I'; ), is equivalent to a single application of T".

Lemma 7.
w) = (Fz,v ol,70 F2,0>(v)

Proof. See Lemma 3.6 in [23]]. OJ

6.2 Asynchronous

The asynchrony in the , model arises on the communication between components — both
inside and between nodes. Asynchrony inside nodes can be due to queues that exist be-
tween the components inside a node. For example, there might be a queue between the
import table and the routing table of a node. Asynchrony between nodes can be caused by
latency on links, the reordering of packets sent over a network, and various other reasons
that typically introduce asynchrony between nodes. Note that, since asynchronous compu-
tations are a generalisation of synchronous computations, we can obtain an asynchronous
model without asynchrony inside nodes by simply setting the schedule for internal com-

munication to be synchronous.

A schedule y (as defined in Section [2.3] Def. [6) models the asynchrony that occurs be-
tween nodes. It captures the notions of data sharing (using the data flow function f) be-

tween nodes and the activation of nodes (using the activation function a). However, this
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definition of a schedule is not granular enough to model the asynchrony inside nodes.

To model asynchrony both inside and between nodes, we use a triple of schedules (v,
Y, W) for our Q, model — one for each component V, I, O. For example, if i & (1),
it means that at time ¢, node i will not update its input table Z. Using this more granular
schedule, we can define the €2, model. Note that V* is shorthand for Q’z‘ V,1,0).V —the
routing table after k iterations of €2,.

Q) (V. 1°,0% = (¥, 1,0)

p+ = [FZV(IﬂV(Hl))’ vt] - [(Iﬂv(t+l))l é T’ vt]

ay (+1) ay (1+1) (6.1)
Q13 I = [, (OFHD), I’]al o = |dmp o Prot)(OF1+D)), 17 4D
j— Bo(t+1) — Pot+1)
Ol = [, o(PPe+D), (9’]% - = [Exp (VFolr+ )’@']ao -

where the asynchronous component Z(i, k), the routing set of routes that node i receives

from node k, unfolds to the following:

7 { (Imp o Pro) (@9 if i € a,(r + 1)
ik

1 l’ f otherwise

If the input table of node i is activated at time ¢ + 1, then it applies the protocol Prot and
import Imp functions to the exported routing set (925”1”"’“) of node k (at time §,(t+1, i, k)).

Else, node i keeps its import routing table state I/, from the previous iteration.

Lemma 8 (Synchronous Q,). The Q, model using the synchronous schedule y*"° is equal

to the synchronous model I",.
Vi, V,1,0.Q, W) (V,1,0) =T, (V,1,0)

Proof. See Appendix[A.2] O

6.2.1 Reduction Q, — Q,

The Q, model has three components: the routing table V, the import table 7 and the
export table @, as opposed to the €, model which has a single routing table. The extra
components in €, are 7 and O. They contain left-over computations, that arise from the
fact that €2, models more implementation details (namely the explicit import and export

of routes from and to other nodes).

We aim to show that £, can be simulated by €2,. To do so, we define a schedule reduction

r, : Q, — Q,, which preserves equivalence under some appropriate transformation 7.
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The transformation 7, : Q, — Q, is a higher-level interpretation of the routing state of Q,
into the world of €2,. To interpret the state (V, I, ) we simply discard the extra routing
tables.

T,(V,1,0)="V

To reduce a schedule y for the Q, model to a schedule for the Q;, model, we need to

understand how the two models are related.

In Q,, the routing table is updated in a single step — routes from adjacent nodes are extended
by applying the appropriate edge functions, and the best routes are selected. In €,, this
computation is decomposed into three steps, as illustrated in Figure[6.1]

Let us consider how a node i obtains some route s from adjacent node g to destination
node j. The route is stored in the routing table V(q) of node g. First, the route is exported
by applying some export function, and then stored in the export table O(g, i) of node g for
routes being shared with node i (Eq. [6.1}©). Second, the route is imported by node i by
applying a protocol and an import function, and then stored in the import table Z(i, g) of
node i for routes received from node ¢ (Eq. 6.1} 7). Third, node i selects the best imported
routes and updates its routing table V(i) accordingly (Eq.,[6.1} V).

The above describes one cycle of computation in the Q, model. Given a schedule y for
Q,, we need to find a schedule y’ for Q, which collapses one cycle of computation in Q,

(using schedule y) into a singular computation step in €2,.

Figure illustrates how data flows through time in the various components of €,, for
some example schedule. It displays how information stored in the routing table V(q) of
node g, arrives at the routing table V(i) in one cycle of computation. For simplicity, indices

of nodes are omitted from the figure.

The figure takes the perspective of data stored in the routing table V(i) of node i at time
t. In the example schedule, the routing table V(i) of node i is activated at time ¢, causing
it to update its routing table. It uses the data that was in its import table Z(i, g) at time
Py (t,i,i). Recall that the data flow function f, describes the information flow from a
node’s import table to its routing table. At times f,(¢,i,i) and f,(¢,i,i) — 1, the import
table 7 is not activated. Therefore, the data in Z(i, g) at time f,, (¢, i, i) 1s equal to the data
at time f,,(¢,i,i) — 2. At that point in time the table was activated, and used the data from
O(q, i) at time ,(f,(t,i,i) — 2) to update its contents. Following this cycle, we arrive at
the table V(q) of node g time f,(f,(B, (t,i,i) —2,i,q) — 1,4, q).
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Time 2% 7 )
0 o 70 ©°

ty  Bo(Br(By(t) —2)—1) /) - _

Bi(By(1)—2) -1
To P By (1) —2)

Py () =2
By () — 1
Iy By (1)
t t

Figure 6.2: An example of one cycle of computation in Q,. A line indicates data sharing
between nodes. Green cells indicate that a node is active. Red cells indicate that a node is
inactive.
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In the example computation, the data stored in the routing table V(gq) of node q at time f(
p(By,(t,i,i) —2,i,q) — 1,q,q) 1s incorporated in the routing table V(i) of node i at time
t. This constitutes one cycle of computation. Indeed, for this particular example, the data

flow function #’ of the reduced schedule in €, should have f'(t,i,q) = po(B,; (B, (t,1,i) —
2’ i’ Q) - 17 q, (I)-

The main idea in relating €2, and €, is to collapse one cycle of computation in €2, into
a single step of computation in €,. As can be seen in the example, one cycle consists
of three computational steps. To identify the times at which these three steps occur, we
define a data history function ¢.

Definition 16 (Data history function ¢).

¢: T—Finn—Finn—T
¢ zero iq = zero

¢ (suct)iqwithi €? a (suct)
.. |yes =p(suct)iq

.. |no =¢tiq

where ¢ ¢ i g is the time at which the information currently incorporated at node i was sent
by node q.

If a node is activated (i € a (t)), then the data history function ¢ returns the data flow
function g, as that is the time at which the most recent data was sent. If a node is not
activated (i € « (1)), then the data history function returns its value at ¢ - /1, as the node did

not update its state and therefore we can recursively compute the result.

The data history function is a useful as it allows us to conveniently refer to the data used
for the latest computation that was performed at a nodeﬂ Indeed, the state of the current
node can be computed by applying the computation operator F to the data at the time given
by the data history function ¢.

Lemma 9. For any asynchronous iterative computation 6 (see Definition[7) specified by

an operator F, a time t and a starting state x, we have that, for all nodes i
50 =F,(6%00)  or 50 =x,

where the latter case occurs when a node i is never activated for all times < t.

'Note that the data history function is not specific to ,. It can be used for any asynchronous iterative
computation in the framework of [Uresin and Dubois| [24].
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Proof. Let us consider an arbitrary node i. We prove by induction on ¢t € N.

Base case 1 = 0:
6)(x) =x, (by def. of §)

Inductive step 7 + 1: We proceed by cases on whether node i is activated at time ¢ + 1.
Casei € a(t+ 1):
s (x)
F, (87 D(x), 80 (x), ... , 600+ (x))  (by def. of 5 and i € a(t + 1))

F, (67 D(x), 62 (x), ..., 890+1in(x))  (by def. of ¢ and i € a(r + 1))
= Fi(éd’(’“”')(x)) (vector notation)

Case i & a(t + 1): by the IH, we have that either 5/(x) = F,(5*)(x)) or 6'(x) = x,
(when node i is never activated for all times < 7). We proceed by cases on the result
of TH.

Case 6'(x) = F,(6%¢)(x)):
sMx) =46(x) (by def. of § and i & a(t + 1))

=F,(57")(x)) (by IH)
=F,(6%*1)(x))  (by def. of p and i & a(t + 1))

Case 6/(x) = x;: node i is never activated for all times < z. We have that

5;+1(X) = 6!(x) (by def. of 6" and i & a(t + 1))
=X; (by IH)
and, together with i & a(z + 1), that node i is never activated for all times < 7+ 1.

]

Now, using the ¢ function, we can collapse a cycle of three computations into a single
step. If we take the perspective of data in the routing table V(i) at node i at time 7, we
apply the data history function ¢ three times to retrieve the time ¢, at which the data was
sent from the routing table V' (q) at node q.

This suggests the following reduction:
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Definition 17 (Schedule reduction r,).

s 1S, = S
o' (1) = ay (1)
P VYo = { ptiq = "
s by - Vv
where t,=¢Wy,t,i,i0)

tO = d)(l//]’t]’i’q)
tV = d)(WO’th ‘L CI)

The reduction takes a schedule y for Q,, and returns another y’, such that a cycle of
three computations in €2, is collapsed into a single step of computation in €. The new
activation function &’ is simply equal to the activation function a,, of the routing table in
Q,. After all, this is the table we are interested in, as it contains the actual routes (recall
that the transformation 7, returns V).

We aim to show that this reduction indeed lets €2, simulate €2,, and therefore that it pre-
serves equality under the transformation 7,. To do so, we first utilise Lemma @ to relate
the state of the import table 7 to the export table @, and the state of the export table O to
the routing table V.

Corollary 1. For each node i and at any time t, we have that
I'(i) =T, (0" "))
for a Q, model starting in state s, = (@, 9, 9).
Proof. By Lemma@we have that either I'(i) =T, ,(O%*?) or I'(i)=1°G) holds.

Case 7'(i) = I', ;(O?“")(i). The corollary holds.

Case I'(i) = 1°(i). Since the import table I(i) of node i never activated (for times < 1),
we have that ¢(7, i, q¢) = O for all nodes q. Subsequently, the corollary holds:

')y =1°) (by case)
=0 (by def. of starting state s,,)
=1, ;) (importing an empty export table will be empty)

=T,,(0%)  (as ¢(t,i,q) = 0 for all g)
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Corollary 2. For each node i and at any time t, we have that O'(i) = T, o(V#*D)(i) for
a Q, model starting in state s, = (, 9, 9).

These corollaries simplify the proof that €2, can be simulated by €.

Theorem 5. (Q, « Q,) The Q, model can be simulated by the Q, model; that is, the
schedule reductionr, . S, — S, preserves equivalence under the transformation T,. We
have that for all Q, schedules y, and the starting state s, = (, @, #):

T, (R (@) (s9)) = &, (r,(w)) To(s0))

Proof. Let Vi, T', O denote the routing tables, import tables and export tables respec-

tively, at time ¢ in the £, model, for some schedule y and starting state s,

Let V| denote the routing table at time ¢ in the Q; model, for the reduced schedule r,(y)

and reduced starting state 7,(s,).
We prove by strong induction on ¢ € N.

Base case r = 0:
V) =7Y (by def. of Q,, Q, and 7,)

2 1

Inductive step r > 0: Let i be some arbitrary node. We proceed by case analysis on

the activation of the node at time ¢ (whether i € a,,(?)).

Casei & ay,(7):

Vé(i) = V;_l(i) (by def. of Q, and i & a())
=V  (byIH)
= V(i) (by def. of Q,, reduction r, and i & a(r))

Case i € ay,(¢): Let g be some arbitrary node. We consider the data that node i

receives from node q.
Let ¢, denote ¢(t,1, i), t,, denote ¢(t,,i,q) and t,, denote ¢(t, q, q).

We have that Vi(i) = T, ,(ZP*D)(i) = T, ,(Z?“")(i) = T, ,,(I"1)(i). The theorem
follows by application of Corollaries [I] and 2] and Lemma [7] (described in the

previous section, originally from the Part II dissertation [25]]).
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T,
So T5(so) (Tl ° Tz)(so)

Q, (y) Q (rz(l//)) Q) (("1 o rz)(W))

1

Q, () (so) Q, () (7a(s9)) Q, ((ry o )W) ((T; © TH)(s0))

Figure 6.3: Commutativity of the low-level model Q, and the high-level model €2, for
some starting state s, and schedule y. The €, model simulates €2, using a schedule re-
duction (r, o r,) and a transformation (7, o 7).

Vi) =T, u,(I'")() (by def. of Q, and i € a,,(1))
= (Fz,v o Fz,z)(Oto)(i) (by Corollary m)
=T,y ol 0T, )(VY)(@)  (by Corollary 2)
=T,(7,)0) (by Lemma[7)
=T,(V,")(0) (by IHand 1,, < 1)
= Fl(Vlﬁ 6 (by def. of reduction r,)
= [rl(vf iy, V{‘l]a, @ (by def. of reduction r, and i € a,, (1))
= V(i) (by def. of Q))

Done. We have shown that for all nodes i, at all times ¢, the routing table V,(i) of the Q,
model is equal to the routing table V(i) of the €, model.

]

The €, model is capable of simulating the mechanics of the €, model. It follows, by
combining this with results of the previous section, that the high-level model € is in-
deed capable of simulating €2,. Figure illustrates this relationship in the form of a

commutativity diagram.

In this chapter, we defined the €, model, which captures the composition aspect of dis-
tributed Bellman-Ford protocols. We showed that the higher-level €2, model is capable
of simulating the €, model, and therefore also that the high-level €, model can simulate
the low-level Q, model. This justifies the abstraction that is made by using the algebraic

approach to routing.
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Chapter 7

The €3 Model: Hard-state

In this chapter, we introduce the hard-state aspect — each router only shares the changes
they observe in their view of the network, instead of always sharing their full routing state
[17]. This models the specific class of hard-state distributed Bellman-Ford protocols.

7.1 Synchronous

In the Part II dissertation, we defined a difference operator. It takes two sets X, Y, and
returns a tuple (V, A), where the set V contains the elements to be deleted, and A contains

the elements to be added.

diff( X, Y)=(X-Y,Y - X)
SN~ —~—
v A
Given the original set X, the deletions V and the additions A, we can compute the new set
Y:
Y=(X-V)UA
The I'; model adds two tables to the state, namely the V and A tables, containing the
deletions and additions, respectively. Instead of sharing the output table @ with other

nodes, the difference tables V and A are shared. Figure illustrates the mechanics of
I';. The old output table @ and the new output table (0 will satisfy the following:

O'(i,j) = (0G, j) = V(i, j)) U AG, j)
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Imp(i, g)oProt(i, q)

Exp(i, q), dif f

Exp(q, i), dif f

Imp(q, i)oProt(q, i)

Figure 7.1: Hard-state in I,

Like I',, the I'; model is split into various sub-models.
F’;(v’ I’ (95 (V’ A)) = <F3,V(I)’ F}J(I’ v7 A)a F37(9(v)’ F3,D(v’ (9))

The I'; ), function, which updates the routing table, is equivalent to I';’s routing table up-
date function.
LoD =T (DH=1'd1

The import table function I'; ; combines the current import table, together with the re-
ceived deletions and additions:
I';7(Z,V,A) = (I — Imp o Prot)(V]) U (Imp o Prot)(A)
= (I -T,;(V)) UL, (A)
The output table function I'; ,, which applies the export function to outgoing routes, is

defined as in I',.
[0V) =T, (V) = Exp (V)

As mentioned, in I'; only differences are shared between nodes. The I'; ;, function com-

putes the difference tables V and A, using the diff function.
I3 ,(P,0) = diff (0,15 5(V))

The model I'; differs from I', in that it models the hard-state aspect — nodes only share
changes in their view of the routing state. Nevertheless, the computations performed by

I'; and I'; are functionally equivalent.
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Theorem 6 (I', ~ I';). The models I'y and I'5 are functionally equivalent.
0,0 (T,0.0,0.9)) =T,%(T, 6, 9)
Proof. See Theorem 4 from [235]]. O

The essential property that makes this difference structure work, is that function applica-

tion preserves the structure.

Lemma 10. Let diff(A, B) = (V, A), where A and B are matrices of routing sets. Let F

be a matrix of edge functions. Then,
F(B) = (F(A) — F(V)) U F(A)

Proof. See Lemma 3.7 from [235]]. O

7.2 Asynchronous

As with Q,, we wish to model asynchrony both between and inside nodes. To do so, we
use a quadruple of schedules (yy,, y;, W, yp) for our £; model — one for each component
Y, 1,0, (V,A). We add the notion of schedules to the synchronous I'; model, obtaining
the €, model:

Q) (W, 1°,0° (VO A%) = (V,1,0,(V, D)

pr! = [Ly@ . V] = (AP S LV
7+l = [y (T, (VA0 ABiD)) 7] ayis1)
gl . = [(I’ — FZ’I(Vﬁ’(IH))) U FZ,Z(Aﬂ'(H-l))’ It] ap(t+1)
3 o+! = [ o(WPelr+D), Ot]ao(tﬂ) = [Exp (WD), bigO’]aO(tH)
(VA1) = [1 p(WPD, @) (v, A0] -
s , ’ ’ ’ ap(t+
L = [diff(@ﬂl)(lﬂ)’Fz,(o(vﬁD(m)))’ V', At)] ap(+1)

(7.1)

Lemma 11 (Synchronous ;). The Q; model using the synchronous schedule y*¥"¢ is

equal to the synchronous model I';.
Vi, V,1,0,(V,A). Q, (™) (V,1,0,(V,A) =T% (V,1,0,(V,))

Proof. See Appendix O
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7.2.1 Reduction Q; — Q,

The €, model has five components, as opposed to the €2, model, which has three compo-
nents. The €2, model has additional difference tables V, A. These tables contain left-over
computations, that arise from the fact that €, only transmits changes in the routing state.

The transformation 75 : Q; — Q, simply discards the difference tables.

T,(V,1,0,(V,A)=V,1,0)

As mentioned, the 2, models the hard-state approach — a router shares only the changes in
its view of the network with other routers, instead of sharing its entire routing table at each
iteration [17]. The advantage of this approach is that it significantly reduces the network

traffic. The downside is that it does require a reliable schedule.

A reliable schedule is a schedule in which no messages are lost or reordered. Messages

can be delayed, but they should be guaranteed to arrive, and to be received in order.

An implication of the use of the hard-state approach is that Q, is not always able to simulate

the mechanics of the €, model.

Theorem 7. There does not exist a schedule reductionry : S; — S, such that it preserves

equivalence under the transformation T;, for all Q, schedules.

Ars. Yy T3 (€ (W) (59)) = Q) (rs(W)) (T5(s0))

Proof. We construct a counterexample consisting of an example network configuration, a
routing algebra and a schedule y for Q,, for which there exists no schedule ' for 2, such
that the two models are equal under the transformation 7;. The key idea is that a single
message (route announcement) is lost, and that Q, is unable to capture the granularity of

this event.

The example algebra we use is the well-known shortest path algebra. Figure shows
the example network. It consists of three routers: Alice, Bob and Charlie. There is a
unidirectional edgeE] from Alice to Bob, and from Bob to Charlie, both with a weight of

1. The solution to the routing problem of this example is the following routing state:

Alice : {(A4,0),(B,1),(C,2)}
Bob : {(B,0),(C, 1)}
Charlie : {(C,0)}

'Note that the unidirectional edge means that network traffic can only flow from Alice to Bob. This,
however, does not include routing information. The flow of routing information is dictated by the schedule.
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Figure 7.2: The network configuration of the counterexample. There are three routers:

Alice, Bob and Charlie. They use the shortest-paths algebra. The edges are annotated
with the cost associated with traffic flowing through that link.

Alice has a route to itself with the trivial weight 0, a route to Bob with a weight of 1 and
a route to Charlie with a weight of 2. Bob has the trivial route to itself, and a route of

weight 1 to Charlie. Charlie merely has the trivial route to itself.

The aim of the routing protocol is to compute this solution. We define an example schedule
y for which it fails to compute this optimal solution. The failure of the protocol itself is

not the problem here — the problem is that €2, is unable to simulate this failure.

Let the example schedule y be the synchronous schedule, except that one message is never
delivered: the message from Bob to Alice in which Bob announces that it has discovered
the trivial route itself. The protocol fails to compute the optimal solution, as this message

is only sent once (due to the hard-state approach), but never reaches Alice.

We show that there does not exist an Q, schedule y’, such that Q, simulates this behaviour.

Table shows the routing state of the three routers as time progresses.

For the Q, model to simulate the €2, model (for this particular instance), we need to find
an Q, schedule y’ such that at each time #, the V, I,© components of the two models
are equal (i.e. they are equal under the transformation 7;. However, in the process of the

construction of such a reduced schedule y’, a contradiction arises.

We proceed by explaining what is enforced on the schedule y’ at each time ¢ to try and
make the reduction work. Recall that in the £, model, there are no difference tables V, A,

and routers simply share their entire export table @ with the network.

Time t = 0. The routing process is initialised using the initial empty routing state. The

schedule is irrelevant.

Time t = 1. All routers in Q, are required to activate their routing tables V (Vi.i € a{,(l)),

as all routers in Q, update their routing tables. There are no further restrictions.

Time t = 2. All routers in Q, are required to activate their export tables O (Vi.i € a,(2)),

and to use the information generated at time ¢ = 1. There are no further restrictions.

Time t = 3. The message {(B, 1)} from Bob to Alice is lost. To simulate the lack of this

route in Alice’s import table 7 in Q,, we can either set the table to be inactive (A & a}(3)),
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Time )% 1 o (V,A)

0 @ @ @ 8.9

1 {(A4,0)} g g @,

2 {(4,0)} g {(A4,0)} f,{(A,0)}

3 {(4,0)} g {(4,0)} .90

4 {(A,0)} 0 {(A4,0)} 9,0

5 {(4,0)} 9 {(4,0)} 9,0

6 {(A4,0)} {(C.2)} {(A,0)} 9,0

7 {(4,0),(C.2)} {(C,2)} {(A4,0)} 9,9

8  {(4,0,(C.2)} {(C,2)} {(4,0),(C,2)} 6 {(C,2)}
Time )% 1 o (V,A)

0 @ @ @ 8,90

1 {(B,0)} 0 0 9,0

2 {(B,0)} g {(B,0)} @,{(B,0)}

3 {(B,0)} {(C. 1)} {(B,0)} 9,0

4 {(B,0),(C.1) {(C,D} {(B,0)} 9,0

5 {®B,0,(C 1 {(C, D} {(B,0),(C,D} 6,{(C.,1}

6 {80, 1) {(C, D} {(B,0),(C1) 9,9
Time )% 1 o (V,A)

0 @ @ @ 8.0

1 {(C.0)} g ? 8.9

2 {(C.0)} 9 {(C.0)} #,{(C,0)}

3 {(C.0)} g {(C.0)} 9,9

Table 7.1: The routing state of the routers Alice, Bob and Charlie, respectively. The red
cell indicates when the message {(B,0)} sent to Alice by Bob was lost. The last time
displayed for each router is the time at which the state of the router has converged.
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or let it use Bob’s old export table (ﬂ}(?), A,B) < 2). Bob is required to update its import
table 7 and its difference tables (V, A). Charlie is required to update its difference tables.

Note that at this time, Charlie has converged, and it not required to update any more.

Time t = 4. Alice is required to continue the same behaviour (either deactivate or use old

data from Bob’s export table). Bob needs to update its routing table V.

Time t = 5. Again, Alice is required to continue the same behaviour. Bob needs to update
its output table @ and difference tables (V, A).

Time t = 6. Alice is required to update its import table I. In €, this import table contains
the (C, 2) route, which Alice imported from Bob, who sent it at time ¢ = 5. This forces the
data flow function ﬂ} for Alice from Bob to refer to time r = 5 as well, as the route (C, 1)

did not exist in Bob’s export table before that time. We obtain the following constraint:
p;(6,A,B)=5

However, this means that Alice will also receive the route (B, 0) from Bob, as in the Q,
model, routers share their entire export table at each step. This leads to a contradiction, as

Alice never received that route in the Q; model.

This counterexample shows that there does not exist a reduction r; : Q; — €,, such Q,

can simulate 5, for all Q4 schedules.

]

We have shown that the €2, model, and therefore also the high-level model, is not capa-
ble of simulating the mechanics of a hard-state distributed Bellman-Ford protocol in an
asynchronous world. The result is that the high-level algebraic approach should be used
with caution when reasoning about hard-state protocols, since it does not fully capture the

behaviour of such protocols in the case of an unreliable connection.

It is important to note, however, that a hard-state protocol assumes a reliable connection,
whereas the counterexample presented uses an unreliable schedule. In a context where
it is certain that the communication will be reliable, the algebraic approach might still

correctly simulate the behaviour of the protocol.
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Chapter 8

Conclusion

Routing protocols are an essential part of computer networks such as the Internet. The
algebraic approach to routing has proven to be a successful framework for modelling the
behaviour of such protocols [7,10,23]. For example, it allows routing protocol researchers
to develop safe-by-design algebras, such that the resulting protocols are guaranteed to

converge [8]].

This high-level algebraic model, however, abstracts away many details of actual imple-
mentations of such routing protocols. In this dissertation, we bridged the gap between the
high-level model, and low-level implementations of the family of distributed Bellman-
Ford protocols. More concretely, we have shown that, even in an asynchronous world, the

high-level model is capable of simulating the mechanics of the low-level implementation.

Theorem 8 (Q, « Q,). The high-level Q) model can simulate the low-level Q, model,

using the transformation (T, o T,) and the schedule reduction (r, o r,).
This result is new, and contributes to the credibility of the algebraic approach to routing.

Additionally, we found a counterexample which demonstrates that the well-known high-
level model fails to correctly simulate asynchronous implementations of hard-state routing
protocols (as modelled by €2,). The algebraic approach should therefore be used with

caution when reasoning about hard-state protocols.

Our models and theorems have been implemented in the Agda theorem prover. The imple-
mentation is incorporated into an open-source library for reasoning about network routing

problems, available for others to use and extend the formalised results [6].
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8.1 Future Research

The project aimed to model the low-level implementation of a particular class of routing
protocols. Future research could be focused on modelling more features. The approach
taken in this project is modular, and thus allows for more detailed models to be added post

hoc.

Hard-state. In Q,, we model the hard-state approach that routers employ — they only share
the changes in their view of the network. We have shown that it is not possible for unre-
liable schedules in €25, to be simulated by €2,. However, these protocols require reliable
communication, and it would be therefore be interesting to investigate their mechanics for

the restricted class of reliable schedules.

Dynamic networks. Recent research by Daggitt| is on the notion of dynamic networks
[S]. In such networks, a changing topology of computer networks is modelled — nodes can
drop out and new nodes can join. The added complexity of such behaviour leads to new
problems. It would therefore be interesting to incorporate this feature into the low-level

model.

The results presented in this project have been formalised using the Agda theorem prover.
In the process of formalisation, we found that implementing even the most trivial proofs

can occasionally be a time-consuming process.

Automated proving in Agda. Isabelle is another proof assistant [15]. It comes with
a “Sledgehammer” tool which converts propositions to be given to automatic theorem
provers, and thus to be solved automatically [16]. Researching the possibility of such an
interface between Agda and automatic theorem provers would be interesting, as it could

greatly increase productivity when formalising in Agda.

8.2 Summary

In this dissertation, we modelled low-level implementations of distributed Bellman-Ford
routing protocols, in an asynchronous world. We showed that the high-level algebraic
model is indeed capable of simulating the mechanics of this low-level model. We also
constructed a counterexample which demonstrates that the high-level model fails to cor-

rectly simulate asynchronous hard-state protocols.
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Appendix A

Mathematical Proofs

A.1 Q,;: Vectoring

Lemma (3, (Synchronous €,). The Q, model using the synchronous schedule y*" is

equal to the synchronous model I'.
VLY. QL () (V) =T (V)

Proof. We prove by induction on t € N.
Base case t = 0. Trivially holds by the definitions of Q, and I';.

Inductive step t + 1. Let V be the initial routing vector. Note that V* denotes the routing

state of €, at time k, with an initial state V.

Qtl+1 (pe)y (V) = [A [[vﬂ(l‘+1)l] é T’ vt] (by def. of Ql)

a(t+1)

=AY DT (by def. of synchronous schedule)
=T,V (by def. of T'))
= F’l“ V) (by IH)

0

Lemmal] (Inverse — and ~). For all routing matrices X and routing vectors V, we have
that

Proof. We start with the property that — is the left inverse of ~; that is, V.X. ()? )= X.
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Let X be some routing matrix, and i, j some nodes. We perform a case analysis on

whether the route X (i, j) from node i to j is valid.
Case X(i, j) = <.

The routing set X (i) will not contain a route (j, c0). Therefore, ()? )i, j) =0 =
X, J).

Case X(i, j) # oo.

The routing set X (i) will contain a route (j, 5), and no other routes for the desti-

nation node j. Therefore, (i)(i,j) =s5=X(,)).
Next, we show that ~ is the left inverse of —; that is, V. (ﬁ) = V.

Let V be some routing vector, and i some node. We prove by mutual set inclusion that
(?)(i) = V(i). Recall that a routing set contains at most one route (j, s) to a destination
J

G,s) € V)i) © V(,j)=s,ands# oo  (by def. of ~)
& (j,s) € V() (by def. of -)

We conclude that the operations — and ~ are inverses of each other. [

Lemma|6} (Distributivity of — over choice operator).

[U.VIs=[U.V],
Proof. Let U, V be two routing vectors. Let i, j be some nodes.

(IU,V1s)(.j) =lookup,([U,V1s(), j) (by def. of -)
look uG,j) ifiesS )
= 00 upd( @ J) o i (by def. of choice operator)
lookupd(V(i), j) otherwise
ﬁ ) ifies
= U afies (by def. of -
V (i, j) otherwise

= ([ﬁ, 7] S)(i, J) (by def. of choice operator)
[
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A2 Q,: Composition

Lemma [8 (Synchronous Q,). The Q, model using the synchronous schedule y*"" is

equal to the synchronous model I,.
Vt,V,1,0.Q, W) (V,1,0) =T, (V,1,0)

Proof. We prove by induction on ¢ € N.
Base case t = 0. Trivially holds by the definitions of €, of I',.

Inductive step t + 1. Let (V, I, ) be the initial routing state. Note that Z* denotes the
import tables of €2, at time k, with an initial state (V, I, O).

Q! () (V, 1,0)

[szv(lﬂy(wl))’ vt]
— [FZ’I(OﬂI(f+1))’ It]a,(t+1)

(t+1)

[F2’(9(vﬂ0 r* )9 Ot] aO(H-l)
= (Fz,v(lt)’ I, (0N, T 2,(9(]7’)) (by def. of synchronous schedule)
= I,V ,10) (by def. of I',)
= I (0, 1,0) (by TH)

ay (t+1)

(by def. of Q,)

A.3 Qj;: Hard-state

Lemma [I1} (Synchronous Q;). The Q; model using the synchronous schedule y*" is

equal to the synchronous model I,
Vi, V,1,0,(V,A). Q (w™) (V,1,0,(V,A) =T} (V,1,0,(V, D))

Proof. We prove by induction on ¢ € N.
Base case t = 0. Trivially holds by the definitions of €2, and I';.

Inductive step t + 1. Let (V, 1,0,(V, A)) be the initial routing state. Note that 7 de-
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notes the import tables of Q; at time k, with an initial state (V, T, 0, (V, A)).

Qt;l (") (V, 1,0,(V, A))
[F3,V(IﬂV(I+1)), vt] )
r It,(vﬂ’(t+l),Aﬂ’(t+l)) , T
= 3 P sian o ) Tl (by def. of Q)
[[5. 00070, O
| [ p (00040, 050040 (v, AD)]
(D3I, T 7 (T, (V! AY), T3 (W), T3 p(V', 0)) (by def. of sync. schedule)
Ly (V, 1, O, (V',A)) (by def. of T'3)
= I (V.1,0,(V,4)) (by TH)

62



	Introduction
	Road Map

	Background
	Agda
	The Basics
	Dependent Types
	Proving in Agda

	Algebraic Approach to Routing
	Routing Algebras

	Asynchronous Algorithms
	The Synchronous World
	The Asynchronous World
	UD's Asynchronous Convergence Theorem

	Asynchronous Routing
	Part II Dissertation
	Summary

	Approach
	The High-level Model
	Synchronous
	Asynchronous

	The Vectoring Model
	Synchronous
	Asynchronous
	Reduction Vectoring to High-level


	The Composition Model
	Synchronous
	Asynchronous
	Reduction Composition to Vectoring


	The Hard-state Model
	Synchronous
	Asynchronous
	Reduction Hard-state to Composition


	Conclusion
	Future Research
	Summary

	Bibliography
	Mathematical Proofs
	Vectoring
	Composition
	Hard-state


